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Na6opaTtopHas paboTta. 3awmTa agMUMHUCTPATUBHOrO gocTyna ¢ nomowbio AAA n RADIUS

Ta6nuua agpecauumu

YcTpouncTtso WuTepdpeic IP-appec Macka noacetu LLinto3 no ymonyaHuto MopT KOMMyTaTOpa
GO0/1 192.168.1.1 | 255.255.255.0 H/MN S1 FO/5

Rt S0/0/0 (DCE) | 10.1.1.1 255.255.255.252 H/M H/M
S0/0/0 10.1.1.2 255.255.255.252 H/M H/M

R? S0/0/1 (DCE) | 10.2.2.2 255.255.255.252 H/M H/M
GO/1 192.168.3.1 | 255.255.255.0 H/MN S3 FO/5

RS S0/0/1 10.2.2.1 255.255.255.252 H/M H/M

PC-A NIC 192.168.1.3 255.255.255.0 192.168.1.1 S1 FO/6

PC-C NIC 192.168.3.3 | 255.255.255.0 192.168.3.1 S3 F0/18

3apgauu

Yactb 1. HacTpoika oCHOBHbIX NapameTpoB YCTPOUCTBA

e HacTtpoliTe OCHOBHbIE NapaMeTpbl, TAKME Kak MeHa XocToB, |P-agpeca nHTepdencos 1 naponu ans gocrtyna.

e  HacTpoite cTaTUyeckyo MapLUpyTM3aLuio.

YacTb 2. Hactpoiika nokanbHon ayteHTUcbukaumm

HacTtponTe nokanbHOro nonb3oBatens 6a3bl JaHHbIX M NTOKanbHbIA OCTYN ANSA FIMHUIA KOHCOMW, Viy 1 aux.

MpoBepbTe KoHUrypaumio.

Yactb 3. Hactpoika nokanbHon ayteHTUcbukaumm ¢ nomowbio AAA

HacTponTe nokanbHyto 6a3y AaHHbIX nonb3oaTenen ¢ nomoupto Cisco 10S.

HactponTe nokanbHyto ayteHTudmkauuo AAA ¢ nomoupsto Cisco 10S.

MpoBepbTe KoHUrypaumio.

Yactb 4. Hactpowka ueHTpanusoBaHHoOM ayTeHTUdMKaumm ¢ nomowbio AAA n RADIUS

YctaHoBuTe Ha komnbioTep cepeep RADIUS.

HactponTe nonb3oBartenen Ha cepepe RADIUS.

Ha mappyTtusatope HacTtpouTe cepaucel AAA ¢ nomoupto Cisco 10S, yto6sl nonyunte goctyn Kk cepsepy RADIUS

ANs ayTeHTMUKaLmm.

MposepbTe KoHpurypaumo AAA n RADIUS.

UcxogHble AaHHble/cueHapumn

Cambim pacnpoCTpaHeHHbIM cnocobom obecrneveHnsa 6esonacHoro 00CTyna K MapLipyTmn3aTtopy ABnAEeTCA co3gaHne
naponeVl AN NIMHWIA KOHCOonMK, vty n aux. I'IpV| NonbITKe A0CTYyNa K MapLwpyTn3aTopy y nonb3oBaTend 6yu,eT

3anpawmnBaTbCA TOJIbKO Naporsib. HaCTpOVIKa CEKpPEeTHOro naposnd B npueunermpoBaHHOM pexXnme noBbIlaeT YpoBEHb

©e30nacHOCTH, HO B Nitobom cny4yae and Kaxaoro ypoBHdA goctyna Tpe6yeTc9| TOJTbKO OCHOBHOW naporsnb.

MoOMMMO OCHOBHbIX Maposien, B NokanbHON 0ase faHHbIX MapLlwpyTn3aTtopa MOXXHO HAaCTpoOUTb OTAENIbHbIE UMEHA
nnn yd4eTHble 3annucu nonb3oBaTenen ¢ pasHbIMK YPOBHAMU NpUBMNErMn, KOTOpble MOryT NPUMEHATLCA KO BCEMY

mapwpyTusatopy. Koraa ons nMHuWin KOHConu, vty Unm aux HacTpoeHo obpalleHre K 3Tol NnokanbHoi 6a3e AaHHbIX,
TO NPU UCMNONb30BaHNM MO0 U3 ITUX NVHWIA AN AOCTyNa K MapLipyTM3aTopy Nornb3oBaTtento npeanaraeTcst BBECTU
1MS 1 Naponkb.

© 2020 Komnanus Cisco u/unu ee godepHue komnaHmn. Bee npasa 3awmieHbl. STOT JOKYMEHT aBnsieTcsa obwenoctynHon nHgpopmaumen Cisco.
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Na6opaTtopHas paboTta. 3awmTa agMUMHUCTPATUBHOrO gocTyna ¢ nomowbio AAA n RADIUS

[nga 4ononHUTENBLHOro KOHTPONS Haj, NPoLECCOM BXoAa MOXET MPUMEHATLCSA METoA ayTeHTUdMKaLmMKn, aBTopusaumm
n yyeta (AAA). Ons obecneveHunsi 6asoBor ayTeHTMdUKaummn dyHKUMo AAA MOXHO HAaCTPOUTL Ha JOCTYN K fIOKarnbHOW
6a3e gaHHbIX MpU BBOAE MMeEH nornb3oBaTenen. Kpome Toro, MoryT 6biTb onpeaeneHsbl 3anacHble npouegypbl. OgHako
AaHHbIV nogxoa He obragaeT xopoluer MaclTabupyeMocTbio, Tak Kak ero Hy>KHO HacTpavMBaTb Ha KaXaom MapLupy-
Tusartope. [Ina obecneyeHnss MakcMMarnbHOM MacLITabnupyemMocTy 1 MakcumanbHO 3hEKTUBHOIO NpuMeHeHns AAA,
OaHHYI0 YHKLMIO HYXHO MCMONb30BaTb COBMECTHO € 6a3ow AaHHbIX BHellHero cepepa TACACS+ unu RADIUS.

Mpw nonbiTKe Nonb3oBaTens BONTM B CUCTEMY MapLLUpyTM3aTop obpallaeTcst K BHeLWHeMY cepBepy 6a3bl AaHHbIX Ans
NPOBEPKM OENCTBUTENBLHOCTU MMEHW NOMb30BaTeNs M napons.

B paHHol nabopaTopHoW paboTe Bbl NOCTPOMTE CETb N3 HECKOSbKMX MapLUPYTU3aTOPOB U HACTPOUTE MapLUpyTU3aTopbl
n xocTbl. 3aTem Bam 6ygeT Heobxoammo mcnonb3oBaTb koMaHabl CLI Ansa HacTpoiku Ha MapLupyTu3aTopax 6a3oBov
nokanbHomn ayTeHTudukaummn ¢ nomowbio AAA. Bl ycTaHOBUTE Ha BHELLHEM KOMMNbIOTEPE NporpammHoe obecneveHne
RADIUS v 6ygeTe ucnonb3oatb AAA onsi ayteHTudmKaumm nonb3oBartenei ¢ nomoLlpto cepsepa RADIUS.

MpumeyaHue. B gaHHo nabopaTopHon paboTe NCNOoNb3yTCsl KOMaHOb! U BbIXOAHbIE AaHHbIE As MapLUpyTu3aTopa

Cisco 1941 ¢ INO Cisco I0S Release 15.4(3)M2 (¢ nuueHsuen Security Technology Package). [lonyckaeTtcsa ncnons3osaHue

Apyrux mapLupyTtusatopos 1 Bepcuii Cisco 10S. Cm. cBogHyto Tabnuuy no nHTepdencam MapLUpyTU3aTOpOB B KOHLIE 3TOM
nabopaTopHol paboTbl ANst oNpeaeneHns naeHTMMKaTopoB MHTEPEENCOB C y4eToM 000pyAOBaHWs B NabopaTtopuu.

B 3aBucumMocTn ot moaenun mapLupytusatopa v sepcun Cisco 10S, foCTynHble KOMaHAb! U BbIXOAHbIE AaHHbIE MOTYT
OTNMYaTbCs OT YKa3aHHbIX B AaHHOW nabopaTtopHon paboTe.

MpumeyaHue. Mepen Havyanom paboTbl ydoeamTech, HTO MapLUPYTU3aTOPbl 1 KOMMYTaTOpPbl COPOLLEHbI Y HE UMEOT
KOHUMrypauuio sanycka.

Heob6xoaumbie pecypchbl

e 3 mapuwpytusatopa (Cisco 1941 c obpasom Cisco IOS Release 15.4(3)M2 n nuueHsmen Security Technology Package)
e 2 xommyTtaTopa (Cisco 2960 unun aHanornyHbIn) (Heobs3aTeNsLHO)

e 2[IK(Windows 7 unn 8.1, ¢ yctaHoBneHHbIM SSH-knmueHTom 1 WinRadius)

e [locnepoBaTtenbHble kabenun 1 kabenu Ethernet, kak nokazaHo Ha TOMNOMOrMYECKon cxeme

e KoHconbHble kabenu ang HacTponku ceTeBbix ycTponcTs Cisco

Yactb 1: HacTponka oCHOBHbIX NapamMeTpoOB YCTPOUCTBA

B yactu 1 aTon nabopaTopHon paboTbl Bbl CO3A4aANTE TOMOSIOMMKO CETU N HACTPOUTE OCHOBHbIE NapaMeTpPbl, Takne Kak
IP-agpeca nHTepdeicos, cTatuyeckass MapLupyTmM3aums, 40CTYN K yCTPONCTBaM 1 Naponw.

Bce onepaunm gomkHbl ObITh BbINOMHEHBI HA MappyTnsaTopax R1 n R3. Ha mapwpyTtusaTtope R2 Heobxogumo
BbIMNOMHUTL TONbKO Warn 1, 2, 3 1 6. B kayecTBe NpMmepa 34echb NokasaHa npoueaypa Ans maplupytnsatopa R1.

LWWar 1: NMoakntounte ceTeBbIe Kabenu, Kak NoKa3aHO Ha TONMONOrMYecKon cxeme.

MpucoeanHnTe YCTPONCTBA, Kak MOKa3aHO Ha TOMOMOrMYECKON CXeme, U yCTaHoBUTE Heobxoaumble kabenbHble
coeauHeHus.

LLar 2: HacTpoiiTe ocHOBHbIe NapamMeTpbl ANisl KAXKA0ro MapLupyTusaropa.

© 2020 Komnanus Cisco u/unu ee godepHue komnaHmn. Bee npasa 3awmieHbl. STOT JOKYMEHT aBnsieTcsa obwenoctynHon nHgpopmaumen Cisco.

a. 3apaliTe MeHa XOCTOB COrMacHO TOMONMOrMYEeCcKo CXeMe.
b. HacrtponTte IP-agpeca, kak nokasaHo B Tabnumue IP-agpecos.

C. HacTtpoiite TaKkTOBYIO YacTOTy MapLUpyTU3aTopos ¢ nomoLlbio DCE-kabens, noakno4YeHHoro kK nocregoBaTenbHOMY
UHTEPdENCY KaXaoro n3 HuX.

Rl (config) # interface S0/0/0
Rl (config-if)# clock rate 64000

d. Yrtobbl MapLUpyTM3aTOp HE NbITANCsA HENPaBUIbLHO UHTEPNPETUPOBATL BBEAEHHbIE KOMaHAbl Kak MMEHa XOCTOB,
oTknounTe PyHkumo DNS-novcka.

Rl (config) # no ip domain-lookup
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Na6opaTtopHas paboTta. 3awmTa agMUMHUCTPATUBHOrO gocTyna ¢ nomowbio AAA n RADIUS

LWar 3: HacTpoiiTe cTaTM4yecKylo MapLipyTM3aLMIo Ha MapLupyTU3aTopax.

a.
b.

HacTponTe cTtatndeckuii MmapLupyT no ymondaHuio n3 mapiupytusaTtopa R1 B R2 u n3 maplupytunsatopa R3 B R2.

HacTponTe ctatndeckunii mapipyT n3 mapuupytmdatopa R2 k LAN mapuupytmdatopa R1 n ctatudeckuin mapLupyT
13 mapLupyTtmsatopa R2 k LAN mapuupytmsatopa R3.

Lar 4: HactpoiiTe napameTpsbl IP ansa xocToB.

Hactpowite ctatnyeckui IP-agpec, Macky noaceTu v L3 No ymonyaHuio ansi komnbtotepoB PC-A n PC-C, kak nokasaHo
B Tabnuue IP-agpecos.

LWar 5: NMpoeepbTe cBA3bL Mexay komnbioTepoM PC-A u mapwpyTtusatopom R3.

a.

OTnpaBbTe 3x0-3anpoc ¢ MaplipyTmsaTopa R1 Ha mapwwpyTtusaTtop R3.

Ecnu 3anpoc Gbin BLINOMIHEH C OLUMGKON, MpoBeanTE AMArHOCTUKY OCHOBHbIX NapaMeTpoB YCTPOWCTBA Nepes TeM,
KaK NpodOImKNTb.

OTnpaBbTe 3x0-3anpoc ¢ komnbioTepa PC-A B nokanbHon cetn mapwpytmusaTtopa R1 Ha komnbroTep PC-C
B NOKanbHOW ceTn MapLupyTmusatopa R3.

Ecnu 3anpoc Gbin BLINOMHEH C OLUMGKON, MpoBeanTe AMArHOCTUKY OCHOBHbIX NapaMeTpoB YCTPOWCTBA Nepes TeM,
KaK NpoOOImKNTb.

Mpumeyanune. Ecnn axo-3anpoc ¢ komnbtoTepa PC-A Ha komnbioTep PC-C BbINOMHEH yCNELWHO, TO 3TO O3HaYaer,
YTO CcTaTM4eCcKas MapLupyTusaumns HacTpoeHa BepHO 1 paboTaeT ucnpasHo. Ecnu axo-3anpoc 6bin BLINOMHEH

C ownBKOM, HO MHTEpPhENChl YCTPOMCTB akTBHbI 1 IP-agpeca 3agaHbl BEPHO, BOCMOSb3yNTECH KOMaH4aMm1

show run u show ip route, 4Tobbl ONpegennTb NPOGNEMBbI, CBA3aHHbIE C NPOTOKOIOM MapLUpyTMU3aLmu.

LLar 6: CoxpaH1Te OCHOBHYIO TEKYyLLY KOHUrypaLmio Ans Kaxaoro maplipyTtusaropa.

Lar 7: CkoHdurypupyinte n sawmdpyite naponu Ha mapLupytusatopax R1 v R3.

MpumeyaHune. B naHHOM 3agave yctaHoBneHa MrMHMManbHas AnvHa napons B 10 cumBonos, ogHako ans obnerdeHns
npouecca BbinonHeHus nabopaTopHor paboTbl naponu 6binn OTHOCMTENBHO YNpoLLEeHbl. B npom3soacTBeHHON ceTh
pekoMeHAyeTCst UCMOoNb30BaTh HONee CroXHble Naponu.

Ha paHHom Lware HacTpoirTe napameTpbl oAvHaKoBbIM 06pa3om Ha MaplupytusaTtopax R1 u R3. B kavecTse npumepa
34ecb nokasaH mapLupyTusatop R1.

a.

b.

3agante MMHMMAanbHYIO ANMHY Napons.

Mcnonb3ynte komaHay security passwords, 4tobbl 3aaate MUHUManbHYO AnvHy naponsi B 10 cumMBonos.

Rl (config) # security passwords min-length 10

Hactpoiite naporb enable secret Ha 06oux mapLupyT3aTopax. McnonbaywTte anroputm xelumposaHus type 9 (SCRYPT).

Rl (config) # enable algorithm-type scrypt secret ciscol2345

LLlar 8: HacTpoiiTe 0CHOBHY0 KOHCOMNb, BCNOMOraTenbHbIv NOPT U NUHUK Viy.

a.

© 2020 Komnanus Cisco u/unu ee godepHue komnaHmn. Bee npasa 3awmieHbl. STOT JOKYMEHT aBnsieTcsa obwenoctynHon nHgpopmaumen Cisco.

HacTpoiiTe napornb KOHCONM 1 akTUBUPYWTE BXOA B CUCTEMY AN MapLupyTu3atopa 1. [ns AoNnOnHUTENbHON
6e3onacHOCTM kKoMaHaa exec-timeout obecneymBaeT BbIXO U3 CUCTEMbI IMHUW, ECIN B TEYEHUE 5 MUHYT
OTCYTCTBYET akTMBHOCTb. KoMaHga logging synchronous npegoTBpallaeT npepbiBaHUe BBOAA KOMaHL,
COOBLLEHNAMM KOHCONW.

MpumeyvaHwue. YT106bl MCKIMIOYNTE HEOBXOANMOCTL MOCTOSIHHOIO NOBTOPHOIo BXoga B CUCTEMY BO BpeEMA

nabopatopHow paboTbl, Bbl MOXETE BBECTU KOMaHAy exec-timeout ¢ napametpamu 0 0, 4ToObI OTKMIOYNTE NPOBEPKY

NCTe4YyeHnsa BpeMeHn oXXnaaHua. OpaHako Takom nogxoa He cumTaeTcs 6e3onacHbIM.

Rl (config)# line console 0

Rl (config-line)# password ciscoconpass

Rl (config-line) # exec-timeout 5 0

Rl (config-line)# login
) #

R1 (config-line logging synchronous
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Na6opaTtopHas paboTta. 3awmTa agMUMHUCTPATUBHOrO gocTyna ¢ nomowbio AAA n RADIUS

b.

C.

d.

e.

HactponTe naponb ans nopta AUX ana mappyTtusatopa R1.
Rl (config)# line aux O

Rl (config-line) # password ciscoauxpass

Rl (config-line)# exec-timeout 5 0

Rl (config-line)# login

HacTponTe napornb Ha nuHWAX vty ans mappyTtusatopa R1.
Rl (config)# line vty 0 4

Rl (config-line)# password ciscovtypass

Rl (config-line)# exec-timeout 5 0

Rl (config-1line)# login

3awudpyriTe naponu Ans KOHCOMM, aux 1 vity.

Rl (config) # service password-encryption

Beegute komaHgy show run. MoxeTe nn Bbl IpoYMTaTh Naponu Ans KOHCOnu, aux un vty? MNMoscHuTe oTBeT.

Lar 9: HactpoiTe npeaynpexagarowmini 6aHHep npu Bxode B CUCTEMY Ha mapLupyTusaTopax R1 u R3.

a.

b.

HactponTe npegynpexgeHve ons HeaBToOpmM3oBaHHbIX Nofb3oBaTenen B Buae 6aHHepa ¢ exxeaHEeBHbIM
coobuweHnem (MOTD) ¢ nomoLubto komanabl banner motd. MNpy nogkntoYeHN NoNb30BaTENS K MapLUpyTU3aTopy
[0 3anpoca Ha BBOA aBTOPM3AUMOHHBIX AaHHbIX oTobpaxkaeTca 6aHHep MOTD. B gaHHOM npumepe B Havane

1 KOHLLe CO0bLLeHMs ucrnonbayeTcs 3Hak gonnapa ($).

Rl (config) # banner motd $Unauthorized access strictly prohibited!$

Rl (config) # exit

BbiianTte 13 npMBMnerMpoBaHHOro pexmmMa ¢ NnoMoLLbio koManapbl disable nnu exit, a 3atem Haxxmute Enter gns
Hayana paboTbl.

Ecnun 6aHHep oTobpaxkaeTcsa HEKOPPEKTHO, CO34anTe ero 3aHOBO C NMOMOLLBIO KOMaHabl banner motd.

LWar 10: CoxpaHuTe 6a3oBble KOH(Urypauum Ha Bcex MapLupyTusaTopax.

CoxpaHuTe TeKyLLYI0 KOH(UIypaLmio B KOHUIypaLuio 3arnycka Yepe3 KoMaHAHy CTPOKY B NMPUBUIIENMPOBaHHOM
pexume.

R1# copy running-config startup-config

YacTtb 2: HacTtponka nokanbHou ayTeHTU(uKauum

B yactu 2 gaHHon nabopaTtopHoi paboTbl HE06X04MMO CO3aaTh JIOKaNbHOE UMS MONb30BaTENs M Napob, a Takke
HacTpouTb cnocob AOCTyNa K NIMHUAM KOHCOMM, aux 1 vty Yyepes nokasnbHyto 6a3y faHHbIX MapLupyTusaTopa, rae
HaxoanaTcst AeCTBUTENbHbIE MMEHA Nomnb3oBaTenel U naponu. BeinonHute Bee warn Ha mappytusatopax R1 um R3.
Hwxe nokasaHa npoueaypa ans maplupytnsatopa R1.

Lar 1: HactpoiiTe nokanbHyto 6a3y AaHHbIX NOJfib30BaTeneMn.

a.

© 2020 Komnanus Cisco u/unu ee godepHue komnaHmn. Bee npasa 3awmieHbl. STOT JOKYMEHT aBnsieTcsa obwenoctynHon nHgpopmaumen Cisco.

CospaiiTe NokanbHy0 YYETHYIO 3anucb Nonb30BaTensi ¢ naporeM, 3amgpoBaHHbLIM MO anropuTMy XeLUMPOBaHUS
MD5. Ucnonb3ynte anroputm xewmpoBanus type 9 (SCRYPT).

Rl (config) # username user0l algorithm-type scrypt secret userOlpass

BbiignTe 13 pexxumMa rnobansHoi HacTPOMKU U 0ToGpasnTe TeKyLLY KoHUrypaumio. MoxeTe N Bbl NpoYnTaTh
napoJsib nonb3oBartens?
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Na6opaTtopHas paboTta. 3awmTa agMUMHUCTPATUBHOrO gocTyna ¢ nomowbio AAA n RADIUS

LWar 2:

a.

LWar 3:

HaCTpOﬁTe JTOKanbHYH aYTeHTVI(*)VIKaLWIIO Aand nNIMHUN KOHCONU U BXxoga B CUCTEMY.
HaCTpOIZTe JINHUIO KOHCOJTN Ha Ucnosnb3oBaHWe NoKanbHO onpeaeneHHbIX UMeH nonb3oBaTtenen un naponeﬁ.

Rl (config) # line console 0
Rl (config-line)# login local

MepenaguTte K Ha4YanNLHOMy 3KpaHy MapLUpyTM3aTopa, Ha KoTopom ByaeT oTobpaxaTbCs:
R1 conO is now available. Press RETURN to get started.
BOIZ,EI,I/ITe B CUCTEMY C NOMOLLbIO paHee HaCTpoeHHOIZ yquHoﬁ 3anucu user0l n napons.

Uem cenvac otnvyaeTcs Bxoa 4Yepel KOHCOJb OT TOoro, 4To Oblino paHbLIJe?

Mocne Bxoga BBeaute komangy show run. Bam yaanocb otnpasuTe komaHay? MNoscHUTe oTBeT.

Bovigute B npMBMnernpoBaHHbIA PEXUM, UCMOMb3ys koMaHay enable. Y Bac 6bin 3anpoweH naponb? MNosicHnTe oTBeT.

MpoBepbTe HOBYIO YY4ETHYHO 3anucb NyTeM Bxoaa B pamkax ceaHca Telnet.
YcrtaHoBuTe ceaHc Telnet ¢ mapwpyTtunsatopom R1 ¢ komnbrotepa PC-A.
PC-A> telnet 192.168.1.1

Cunctema 3anpocuna y Bac yyYeTHble AaHHble? [ToAcHUTe OTBET.

HacTpoiiTte nuHuio vty Ha ncnonb3oBaHWe paHee NnokanbHO ONpeaeneHHbIX YYETHBIX 3anucen 1 naponen
N CKOHbUrypupynTe komaHay transport input, 4tobbl paspewnTtsb Telnet.

Rl (config)# line vty 0 4

Rl (config-line)# login local

Rl (config-line)# transport input telnet

Rl (config-line)# exit

MoBTOpHO cBsXKUTECH C MapLupyTm3aTtopom R1 ¢ komnbtoTepa PC-A ¢ nomoubio Telnet.
PC-A> telnet 192.168.1.1

Cucrtema 3anpocuna y Bac y4YeTHble OaHHble? NosAcHUTE OTBeT.

Borigute B cnctemy kak nonb3oBatenb user0l ¢ naponem userOlpass.
Bo Bpems ceaHca Telnet ¢ mapLupyTmzatopom R1 BoauTte B NpyBMNErMpOBaHHbIA PEXMM C NMOMOLLBIO KOMaHabl enable.

Kakow napornb Bbl UCMOMb30Bann?

© 2020 Komnanus Cisco u/unu ee godepHue komnaHmn. Bee npasa 3awmieHbl. STOT JOKYMEHT aBnsieTcsa obwenoctynHon nHgpopmaumen Cisco. Ctp. 6 M3 20



Na6opaTtopHas paboTta. 3awmTa agMUMHUCTPATUBHOrO gocTyna ¢ nomowbio AAA n RADIUS

g. [Ons gononHutenbHomn 6e3onacHocTu HacTporTe nopT AUX Ha ncnonb3oBaHWe fokanbHO OnpeaeneHHbIX YYeTHbIX
3anucen onsa exoaa.

Rl (config)# line aux 0
Rl (config-line)# login local

h. 3aBepwute ceaHc Telnet ¢ nomoLLbo kOMaHAbl exit.

LLar 4: CoxpaHute KoHcUrypaumio Ha maplupyTusatope R1.
CoxpaHunTe TeKyLLYyH KOHUIrypaumio B KOHGUIypaLmio 3anycka Yepes KOMaHaHYH CTPOKY B NPUBUIENPOBAHHOM peXxnmMe.

R1# copy running-config startup-config

LWar 5: BeinonHuTe warn 1-4 Ha mapwpyTtusaTtope R3 u coxpaHute KoHUrypaumio.

CoxpaHunTe TeKyLLYH KOHUIypaumio B KOHGUIypaLmio 3anycka Yepes KOMaHaHYH CTPOKY B NPUBUIENPOBAHHOM peXnMe.
YacTb 3: HacTtponka nokanbHon ayteHTMUKauum Ha MapwpyTtmusatope R3 ¢ nomouwsro AAA

3apgava 1: Hactpouka nokanbHou 6a3bl AaHHbIX Nonb3oBaTenen ¢ nomoubio Cisco 108S.

Lar 1: HactpoiTe nokanbHyo 6a3y AaHHbIX NOfb3oBaTenemn.
a. CospganTe nokanbHyl YY4ETHYHO 3anMCb NOMNb30BaTENS C NaponeM, 3angpoBaHHbIM MO anropuTMy XeLUMPOBaHUA
SCRYPT.
R3(config) # username AdminOl privilege 15 algorithm-type scrypt secret AdminOlpass

b. BbiwiauTe 13 pexuma rnobanbHOW HAaCTPONKKN 1 OTOBPasMTe TekyLLYo KOHurypauuo. MoxeTe nu Bbl npountaTh
naporsb nosfb3oBaTens?

3apava 2: Hactponka nokanbHoun ayteHTUnkaumm AAA ¢ nomowbto Cisco 108S.

BknrounTe cepBuckl Ha MapLupyTusaTope R3 ¢ nomoLbo KomaHabl aaa new-model B pexvme rnobansHOM HaCTPOMKW.
Tak kaKk Bbl yCTaHaBNMBAETE NOKarbHY0 ayTEHTUMDMKALMIO, UCNIONb3YNTE ee B KAYECTBE NEPBUYHOTO METOAA U METOL

6e3 ayTeHTndMKauum — B Ka4ecTBe BTOPUYHOIO.

Ecnu Bbl ncnonb3oBanu MmeToa ayTeHTUdUkaumm Yepes yaaneHHoin cepsep, Hanpumep TACACS+ nnu RADIUS,

Bbl JOJDKHbI ObINIY HACTPOUTL BTOPUYHbLIA METOA, ayTEHTUMKALMM B Ka4ECTBE 3anacHOro, ecrv cepBep HeAOCTYMEH.
O6bI4HO BTOPUYHBLIM METOAOM ABMAETCH ayTeHTUdMKaLMs Mo fokaneHow 6a3e aaHHbIX. B Hawem cniydae, ecniu

B NOKanbHoW 6a3e JaHHbIX He HACTPOEHbI MMeHa Nnonb3oBaTernen, MapLupytnsaTop 6yaeT npegocTtaBnaTb AOCTYN

K YCTPOWCTBY BCEM MOSIb30BATENSIM.

Lar 1: BkniouuTe cepBuchki AAA.

R3 (config) # aaa new-model

Lar 2: PasesepHuTte cepBuchbl AAA ¢ NOMOLLLIO NOKanbHOW 6a3bl faHHbIX.

a. HactponTte cnucok ayteHTUduKauum Ans Bxoga B CUCTEMY MO YMOMYaHMIO C MOMOLLBIO KOMaHabl aaa authentication
login default method1[method2][method3]; ykaxknTe cnucok MeTooB C MOMOLLBIO KtodeBbIx croB local n none.

R3 (config) # aaa authentication login default local-case none

MpumeyanHue. Ecnv Bbl He YKaXXeTe Cnmcok MeTtoaoB ayTeHTVI(bVIKaLI,VIVI No YMON4YaHUo, MapLUIpyTn3aTop MOXeT ObITb
3aGJ'IOKVIpOBaH, 1 BamMm 6y}:l,eT HY>KHO BbINOJTHUTL Npoueaypy BOCCTaHOBIIEHMA MApOna Ard KOHKPETHOroO MapLupyTmn3aTopa.

MNpumeyaHue. MapameTp local-case ucnonbayeTtcs Ans Toro, YTobbl caenaTe UMeHa Nosb3oBaTernelt 3aBUCUMbIMUA
OT perucTpa.
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LWar 3:

MepeinanTe K HaYanbHOMY 3KpaHy MapLUpyTU3aTopa, Ha KOTopoM ByaeT oTobpaxaTbCs:

R3 con0 is now available

Press RETURN to get started.

Bongute B koHconb kak Admin01 ¢ naponem AdminOlpass. NoMHUTe, 4TO cenvac n nMeHa nonb3oBaTenen,
1 Naponu 4yBCTBUTENbHbI K perncTpy. Bam yganoce Bontn? MNMosicHUTe OTBET.

npumeqal-me. Ecnu Baww ceaHc Yepes NopT KOHCOJIM MapLUpyTU3aTopa UCTeKaeT Nno BpeMeHn, BaM MOXeT
I'IOTpGGOBaTbCﬂ BOWTU B cucTtemy C NOMOLLBIO CnNCKa MeToaoB ayTeHquMKaumm Nno ymMon4yaHuio.

Mepenante K Ha4anbHOMY aKpaHy MapLUpyTU3aTopa, Ha KOTopoM ByaeT oTobpaxaTbCs:

R3 con0 is now available

Press RETURN to get started.

lMonbiTanTeck BOMTY B KOHCOMb kak nonb3oBaTent baduser ¢ nobeiv naponem. Bam yaanock Bontn? MNMosicHuTe oTBeT.

Ecnu B nokanbHom 6a3e faHHbIX yY4eTHbIE 3anucu Nonb3oBaTenen He HaCTPOEHbI, KakMM Nonb3oBaTensiM oyaeT
npeaocTaBneH AOCTYM K yCTPOUCTBY?

Cospante npodunb ayteHTUukaumm AAA ansa Telnet ¢ nomMoLb0 NoKanbHOM 6a3bl AaHHbIX.

CospaiiTe oTAENbHBIN CMMCOK METOA0B ayTeHTMdMKauMn Ans ocTyna K MapLupyTu3atopy no Telnet. B Hem

He JOMMKHO BbITh 3anacHoro metoga 6e3 ayTeHTMdmKaLmmn, No3ToOMy ecnu B nokarnsHon 6ase AaHHbIX He byaeT
UMeH nonb3oBaTenewn, goctyn no Telnet 6yget oTkniodeH. [ina cosaaHna npodunga ayTeHTUdMKaLmm, KOTopbIn
He sABnseTcs npodunemM no ymondanuio, ykaxute nms cnucka TELNET_LINES v npumeHuTe ero Kk nuHusm vty.

R3 (config)# aaa authentication login TELNET LINES local
R3 (config) # line vty 0 4
R3 (config-line)# login authentication TELNET LINES

Y6eauntechb, 4To Npodurb ayTeHTUUKaLUM MCNOMb3YETCs Npu OTKPbITMKM ceaHca Telnet ¢ komnbloTepa PC-C
Ha maplpyTum3aTtop R3.

PC-C> telnet 192.168.3.1
Trying 192.168.3.1 ... Open

Bovignte kak AdminOl1 c naponem AdminOlpass. Bam yaanoce Botn? NosicHUTE OTBET.

3aBepLuute ceaHc Telnet ¢ nomoLLblo kKOMaHab! eXit, 3aTemM CHOBa NOAKMYNTECH K MapLupyTm3atopy R3 no Telnet.

MonbiTariTecb BonTK kak baduser ¢ niobeim naponem. Bam yganocs Bontu? NosicHuTe oTBET.
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3apava 3: UsyuyeHue otnaaku ayteHTUcbukauum AAA ¢ nomouusto Cisco 10S.

B aTom 3agaHuM C NOMOLLLIO KOMaHAb! debug Bbl pacCMOTpuTe ycnellHble N HeycneLllHble NOoMNbITKN ayTeHTI/I(bVIKaLI,VIVI.

LWar 1: yﬁeAMTer, 4YTO CUCTEeMHOe BpeMsa U BpeMeHHble MeTKU AnA oTnagaku npaBUJibHO HACTPOEHbI.

a. Ot nmeHun nonb3oBaTens mapLupytTusaTopa R3 unu B npmBmnermpoBaHHom pexunme BeeanTe komaHay show clock,
4YTOObI ONpeaenuTb, Kakoe Tekyllee BpeMsl YCTaHOBINEHO Ha MapLupyTu3aTtope. Ecnv Bpemsi n gata ycTaHOBMEHbI
HernpasurbHO, YCTAaHOBUTE UX B NPUBMMErMPOBAHHOM pexume no komaHae clock set HH:MM:SS DD month YYYY.
Hwxe npuBegeH npumep ons mapwpytmnsatopa R3.

R3# clock set 14:15:00 26 December 2014

b. Y6eauTech, 4To NOAPOGHas MHdOPMaUNS 0 BPEMEHHbBIX MeTKax AOCTYNHA B BbIXOAHbIX AaHHbIX OTNaaKu,
C NoMoLLbI0 KOMaHAbl show run. OTa KoMaHAa oTob6pa3nT BCe CTPOKU TeKyLLEe KOHUrypaumum, B KOTOPbIX €CTb
TekcT timestamps (BpeMeHHble MeTKu).
R3# show run | include timestamps
service timestamps debug datetime msec

service timestamps log datetime msec
c. EcnnkomaHnpa service timestamps debug oTcyTcTByeT, BBEANUTE €€ B pexumMe rnobansHOoM HaCTPOVKN.

R3(config)# service timestamps debug datetime msec
R3(config) # exit

d. CoxpaHuTte TekyLLyo KOHhMrypauuo B KOHGUrypaumio 3anycka Yepes KoMaHaHyt CTPOKY B NpUBUNErMpoBaHHOM
pexunme.

R3# copy running-config startup-config

LWar 2: Ucnonb3yiiTe oTnagky AnsA NpoBepku AOCTyna nofb3oBaTtens.
a. Bkniounte otnagky ans ayteHtudmkaummn AAA.

R3# debug aaa authentication

AAA Authentication debugging is on
b. 3anyctute Ha mapwpyTtusatope R2 ceaHc Telnet ¢ mapipytnsatopom R3.

c. Bongute nog umeHem nonbsosatens Admin01 n naponem AdminOlpass. MNpocmoTpuTe cobbITUA ayTeHTUmKaumm
AAA B OKHe ceaHca koHconu. Tam AomKHbl oTobpaxaTtbcst coobLleHns o6 oTrnagke, MOXoXne Ha cregyoLme.

R3#
Feb 20 08:45:49.383: AAA/BIND(0000000F): Bind i/f
Feb 20 08:45:49.383: AAA/AUTHEN/LOGIN (0000000F): Pick method list 'TELNET LINES'

d. W3 okHa Telnet nepenanTe B npmBMnierMpoBaHHbIi pexum. cnonb3yinTe naponb NpUBMIIErMpOBaHHOrO A0CTyna
Cisc012345. Tam pgomkHbl oTobpaxkaTbest cooblyeHnss 06 oTrnagke, noxoxue Ha cneayowme. ObpaTnte BHUMaHne
Ha MM nonb3oBaTtens B TpeTben cTpoke (Admin01), HoMep BupTyanbHoro nopta (tty132) n agpec yganeHHoro
knueHTa Telnet (10.2.2.2). Takke obpaTute BHUMaHNe, YTO NOCNEAHAS CTPOKa O COCTOsIHUM — PASS.
R3#
Feb 20 08:46:43.223: AAA: parse name=ttyl32 idb type=-1 tty=-1

Feb 20 08:46:43.223: AAA: name=ttyl32 flags=0x1ll type=5 shelf=0 slot=0 adapter=0 port=132
channel=0

Feb 20 08:46:43.223: AAA/MEMORY: create user (0x32716AC8) user='AdminOl' ruser='NULL' ds0=0
port="ttyl32' rem addr='10.2.2.2"' authen type=ASCII service=ENABLE priv=15 initial task id='0"',
vrf= (id=0)

Feb 20 08:46:43.223: AAA/AUTHEN/START (2655524682): port="ttyl32' list='' action=LOGIN
service=ENABLE

Feb 20 08:46:43.223: AAA/AUTHEN/START (2
R3#655524682) : non-console enable - default to enable password
Feb 20 08:46:43.223: AAA/AUTHEN/START (2655524682): Method=ENABLE
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g.

Feb 20 08:46:43.223: AAA/AUTHEN (2655524682): status = GETPASS

R3#

Feb 20 08:46:46.315: AAA/AUTHEN/CONT (2655524682): continue login (user=' (undef)"')
Feb 20 08:46:46.315: AAA/AUTHEN (2655524682): status = GETPASS

Feb 20 08:46:46.315: AAA/AUTHEN/CONT (2655524682): Method=ENABLE

Feb 20 08:46:46.543: AAA/AUTHEN (2655524682): status = PASS

B okHe Telnet BbInguTe 13 NpMBMNErMpoBaHHOMO pexmMma ¢ nomoLlbio komaHabl disable. MNonbiTariTeck nepenTu
B NPVBUMNENMPOBAaHHbBIA PEXMM CHOBA, HO Ha 3TOT pa3 UCMOoNb3yWnTe HenpaBuIbHLIM Napornb. MNpocmoTpuTe
BbIXOAHbIE AaHHble OTNaayvka Ha mapLupytusaTtope R3. Obpatute BHMMaHue, 4To cervac coctosiHue — FAIL.
Feb 20 08:47:36.127: AAA/AUTHEN (4254493175): status = GETPASS

Feb 20 08:47:36.127: AAA/AUTHEN/CONT (4254493175): Method=ENABLE

Feb 20 08:47:36.355: AAA/AUTHEN (4254493175) : password incorrect

Feb 20 08:47:36.355: AAA/AUTHEN (4254493175): status = FAIL

Feb 20 08:47:36.355: AAA/MEMORY: free user (0x32148CE4) user='NULL' ruser='NULL' port='ttyl32'
rem addr='10.2.2.2"' authen type=ASCII service=ENABLE priv=15 vrf= (id=0)

R3#

B okHe Telnet Boingute ns ceaHca Telnet ¢ mapLupyTndatopom. MNMonbiTanTecs CHOBa OTKPbITh ceaHc Telnet
C MapLUpyTU3aTOPOM, HO Ha 3TOT pa3 NonbiTanTeCb BOMTU B cuctemy kak Admin01 ¢ HenpaBuibHbIM Naponem.
BbixogHble AaHHblEe OTNagynka B OKHE KOHCOMNW A0IMKHbI BbiTb MOX0XM Ha crnegyoLuee.

Feb 20 08:48:17.887: AAA/AUTHEN/LOGIN (00000010): Pick method list 'TELNET LINES'

Kakoe coobLieHmre 6bino nokasaHo Ha akpaHe knneHTa Telnet?

BbIkntoumnTe NOMHOCTBLIO NPOLIECC OTMAAKM C MOMOLLBI KOMaHAbl NPMBUIIErMpOBaHHOMO pexuma undebug all.

Yactb 4: Hactpounka ueHTpanusoBaHHon ayTeHTMduKauum ¢ nomowbio AAA n RADIUS

B yactun 4 paHHown nabopaTopHo paboTbl HEO6X0AMMO yCTaHOBUTL NporpaMmmHoe obecnedvenne RADIUS Ha komnbroTepe
PC-A. 3ateM HeobxoaMMO HacTpouTb AOCTyn Ha MapLupyTtusatope R1 k BHewHemy cepsepy RADIUS ans ayteHTudukaumm
nonb3oBatenei. B aton yactn nabopatopHon paboTbl ncnonb3yetca 6ecnnatHbii cepeep WinRadius.

3apaua 1: BocctaHoBneHue 6azoBomn KOHturypaumm maplipytmsaropa R1.

YT06bI n36exaTb owmMbOoK M3-3a cosgaHHon paHee koHdurypaumm AAA RADIUS, HauHuTe ¢ Bo3BpaTa 6a30Bbix HACTPOEK
Ha maplupyTu3aTtope R1, kak nokasaHo B yacTsx 1 1 2 gaHHon nabopatopHon paboTbl.

LUar 1: NMosTopHO 3arpy3nTe n BOCCTAaHOBUTE COXPaHEHHYI0 KOHdUrypaumiio Ha mappyTtusaTtope R1.

Ha paHHowm wware BepHute 6a30Bble HACTPOWKN Ha MapLUPyTU3aTope, COXpaHeHHbIe B YacTax 1 1 2.

a.
b.

MopknounTeck K kOHCONMM MapLupyTmu3aTopa R1, Bongute B cuctemy kak user01 ¢ naponem userOlpass.
Bongute B NpmBUNerMpoBaHHbIN PEXNM C Naponiem cisc012345.

Mepesarpyaute mapLipyTU3aTop 1 OTBETbTE NO Ha 3anpoc O COXPaHEHUW KOHUrypaLmu.

R1# reload

System configuration has been modified. Save? [yes/no]: no

Proceed with reload? [confirm]
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LWar 2: NposepbTe cBA3b.

a. [poBepbTe cBS3b, OTNPABUB 3X0-3anpoc ¢ komnbioTepa PC-A Ha PC-C. Ecriu 3anpoc BbIMOMHUIICS C OLUMOKO,
yCTpaHuTe HeUcrnpaBHOCTW B HACTpolkax MapLupyTusaTopa v MNK.

b. Ecnu Bbl BbIWNM U3 KOHCONKW, BoManTe cHoBa kak user0l ¢ naponem userOlpass, 3aTem Bonaute
B NPVBUMNErMpPOBaHHBLIA PeXUM C Nnaponem cisco12345.

3apayva 2: 3arpys3ka v yctaHoBKa Ha komnbtotepe PC-A cepBepa RADIUS.

CyuiectByeT Heckonbko cepBepoB RADIUS, kak nnaTtHblx, Tak 1 6ecnnatHbix. B agaHHo nabopatopHoi paboTe
ncnonbayetca WinRadius — ctaHaapTHbIn 6ecnnatHelin cepep RADIUS, paboTatowmin nog ynpaeneHmem OC Windows.
BecnnatHas Bepcus atoro O nogaepxmnBaeT Nuib 5 MMeH nonb3oBaTenen.

MpumeyaHue. Zip-apxme ¢ nporpaMMHbiM obecnevermem WinRadius MOXHO 3anpocuTb Yy CBOEro MHCTPYKTOpa.

LWar 1: 3arpysuTte nporpammHoe o6ecne4veHne WinRadius.
a. Cospgante nanky ¢ umeHem WinRadius Ha pabGoyem cTtone unu B opyrom Mecre, kyaa byaere coxpaHsite danrnbl.

Pacnakyvite apxuB ¢ WinRadius B nanky, co3gaHHyto Ha ware 1a. Cpeam Hux He OyaeT dpaiina ¢ yCTaHOBLLMKOM.
PacnakoBaHHbI pann WinRadius.exe aBnsieTcst UCNoNHAEMbIM.

c. Ha pabouyem cTone MmoxHo cosgaTtb apnbik aAns davina WinRadius.exe.

Mpumeyanwme. Ecnn WinRadius ucnone3syercsa Ha komnbtoTepe noa ynpasneHnem OC Microsoft Windows Vista
unu Microsoft Windows 7, ectb BepoaTHOCTb, 4To nHtepcenc ODBC (Open Database Connectivity) He 6yaet
co3AaH, Tak Kak OH He CMOXET 3anucbiBaTb AaHHbIE B PEECTp.

Bo3moxHble pelueHus:
a. Hactponku gns Compatibility (coBmecTmocTb)
1) LUWenkHuTe npaBom KHOMNKOM MbIlK 3Hadyok WinRadius.exe n BoibepuTte Properties.

2) B pmanorosom okHe Properties nepengute Ha Bknagky Compatibility. Ha aton Bknagke yctaHoBuTe dhnaxok
Run this program in compatibility mode for. 3atem B packpbiBaloLLEMCH MEHIO CHU3Y BblGepuTe
YCTaHOBIEHHYIO Ha BalLEM KOMMbOTEPE OnepauuoHHyto cuctemy (Hanpumep, Windows 7).

3) Haxmute OK.
b. Hactponkn ana Run as Administrator
1) LWenkHuTe npaBon kHOMKOM Mblwn 3Ha4yok WinRadius.exe v Boibepute Properties.

2) B pmanorosom okHe Properties nepengute Ha Bknagky Compatibility. Ha aton Bknagke yctaHoBuTe donaxok
Run this program as administrator B pasgene Privilege Level.

3) Haxmurte OK.
c. Bbibepute Run as Administration ansa kaxgoro 3anycka
1) LWenkHute npaBon kHomnkon 3Ha4ok WinRadius.exe v Beibepute Run as Administrator.

2) Mocne 3anycka MNO WinRadius HaxxmuTe Yes B agnanorosom okHe User Account Control.

LWar 2: HactpoitTe 6a3y aaHHbIx cepBepa WinRadius.

a. 3anyctute npunoxenne WinRadius.exe. WinRadius ncrnonesyet nokansHyto 6a3y AaHHbIX 419 XpaHEeHNs
nHcpopmaumm o nonb3osatensix. [Npy nepBoM 3anycke NPUNOXEHNUs NOABATCA crieaytoLime coobLleHus:

Please go to “Settings/Database and create the ODBC for your RADIUS database.
Launch ODBC failed.
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b. B rmaBHom MeHI0 BbibepuTe Settings > Database. lNoaButca cnegytowmin akpaH. Haxkmute kHonky Configure
ODBC Automatically, 3atem Haxxmute OK. Bbl OITKHBI NONy4nTb cooblieHne, 4to ODBC 6bin co3gaH ycneLHo.

Buingute 13 WinRadius 1 nepesanycTtute npunoxeHue, YToGbl IPUMEHUTE U3MEHEHUSI.

N o) |
o s @ x + -5 +|s]v I
[0l | Tirne | Message
1 20081 2m27d 17h55m3s Flease gato "Settings/Databaze..." and create the ODEC for pour RADIJS database.
2 20081 2m27d 17h55m3s Launch ODEC service failed.
Please use 'Control panelfODBC" to set your RADIUS
database. Default database is "WinRadius.mdb". You
can also add this database to your ODBC system by
clicking the following button.
Configure ODBC automatically
ODBC name: ‘Winﬂadius
Mote: Please input "yourOdbcName;
Uid=yourUsername:Pwd=yourPassword" if
usernamefpassword is needed.
User table name: ‘thUsers
Billing table name: ‘tthgs
YolP table name: ‘thVuIP
Refresh user information every 0 minutes
This database supports |dynaset j
0K | Cancel
ok

c. Mpw nosTopHoMm 3anycke WinRadius Bbl AOMKHbI YBUAETL CReaytoLmMe CooOLLEeHNs.

£5 WinRadius - 772

Operation LOG  Advanced Settings  View Help

cs i x+-5s e v |
18] | Time | Meszage

1 2008012m27d 18h7m3ds 0 users were loaded.

2 20081 2m27d 18hTm3ds WinR adius is running O, [Auth port=1812, Acct port=1813, Secret=\winR adiuz).

3 200801 2m27d 18h7Tm3ds WinF adius is waiting for MAS® request packets. If no request packet reached, pleasze check pour MAS' configuration.

Ok
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d.

MpumeyaHue no cepeepy WinRadius.

BecnnatHas Bepcust WinRadius nogaepvBaeT TonbKo NATb UMeH nofb3oBartenei. Ecnv nepsoe coobLyeHne
Ha yKa3aHHOM BblLLe 3KpaHe NokasbIBaET, YTO 3arpykeHo 6onbLue 0 nonb3oBatenew, yaanute paHee 4o6aBneHHbIX
nonb3oBatenen u3 6a3sbl gaHHbIX WinRadius.

YT006LI OnpenennTb cyLecTBytoLme B 6ase AaHHbIX MMeHa norb3oBaTtenen, HaxxmuTe Operation > Query, 3aTem
HaxkmuTe OK. Cnucok MMeH nonb3oBaTenein, Haxoasawmxcs B 6a3e AaHHbIX, 6yaeT oTo6paXkeH B HPKHEN YacTy OKHa
WinRadius.

YT00bI yaoanntb nonb3oBaTend, HaXMuTe Operation > Delete User, 3aTem BBeANTE UMS NOSb30BaTENS B TOYHOCTU
TakK, KaK yKka3aHO B CMNUCKe. MmeHa nonb3oBatenen YyBCTBUTENbHbI K PErncTpy.

Kakune noptbl cnywaet WinRadius ans yyeta n ayTeHTudmKaummn?

Lar 3: HacTpoiite nonb3oBartenen u naponu Ha cepeepe WinRadius.

a.
b.

C.

B rmaBHOM MeHto BbIGepuTe Operation > Add User.

Beegwute nms nonb3osatens RadUser n napons RadUserpass. [MMoMHUTE, 4TO Nnaponu 4yBCTBUTENbHBI K PETUCTPY.

Add uzer E]

User name:; |FladUser

Password: |FladUserpass

Group: |

Address: |

Cash prepaid: | p Cents

Expiry date: |

Mote: ywyyimmf{dd means expiry date; digit means
valid days since first login; empty means never

expired.
Others: |
" Prepaid user f* Postpaid user
Accounting method: |Eased on Time j

1] 4 Cancel

Haxmute OK. Bbl 4OMMKHBI nony4nTb coo0LleHNE B OKHe XypHarna o0 TOM, 4YTO noJsib3oBaTeslb yCnewHo nobasneH.

LLar 4: OuncTute OKHO XKypHana.

B rmaBHOM meHi0 BbibepuTe Log > Clear.

LLar 5: NMpoBepbTe TONbKO 4YTO [406aBNEHHOrO NOSIL30BaTeNsA C NOMOLbLIO YTUNUTbI TECTUPOBAHUA
WinRadius.

a.

B ckayaHHOM apxuBe HaxoguTcsa yTunuta TectuposaHua WinRadius. MNepengnte B nanky, Kyaa Bbl pacnakosanm
WinRadius.zip, n HavguTe dann RadiusTest.exe.
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b. 3anyctute npunoxenne RadiusTest, BBegute IP-agpec cepsepa RADIUS (192.168.1.3), ums nonb3oBaTenst
RadUser 1 naponb RadUserpass, kak nokasaHo Hwke. He namensiite Homep nopta RADIUS no ymonuaxumio 1813
n naponb RADIUS WinRadius.

c. Haxmute Send, nocne 4vero Bbl 4OMKHEI yBMAETL coobuieHne Send Access_Request, B koTopom ByaeT ykasaHo,
yTO cepep no agpecy 192.168.1.3 yepes nopT 1813 nonyunn 44 wecTtHagUaTEPUYHBIX CUMBOIA.

¥ aEEa)
Radius IP: | 192.168.1.3 Radius Port: | 1813
Message: |Access_Flequest j Secret: | WinRadius
User name: | RadUser Password: | RadUserpass
Send | Performance test | Clear

Send Access_Request

Process 1 circle need 2 millisec.

From IP=192.168.1.3, Port=1813, Size=44.

Received 02 01 00 2c 37 be 19 a8 24 eb d6 4b 92 b6 03 b2 aB 06 77 bd
1b 06 00 98 96 7§50 12 06 7f 1d e4 3b 65 36 5f 49 ec ad b9
4d 5d ad ba

d. Mpocmotpute xypHan WinRadius n ybegutech, 4to nonb3osatens RadUser 6bin ycnewHo ayTeHTMuLmnpoBaH.

! WirRednus - 77 - i=)

ezl

cea x+ -5 e v |

I D | Time Message

2014y 5r0d IhdImSl e User {RadUser) authenticate OK

oK NUM

Mpumeyanme. MNpunoxeHmne WinRadius MoxeT 6bITb CBEPHYTO B 3HA4YOK Ha naHenu 3agady. OHO NPoOOImKNT
paboTaTtb BO Bpems 3anycka npunoxeHusa RadiusTest 1 npu nonbITke NOBTOPHOrO 3anycka BbIBEAET COOOLLEHNE
06 owwmbke cepsuca. PassepHute okHo WinRadius Ha akpaHe, LUenkHyB 3Ha4OK Ha NnaHenu 3agau.

| WinRadius - 772
Operation LOG Advanced Settings View Help

O d X + -5 % & %
1D | Time | Message
1 2015yEmEd 15h37m58s Launch authentic service failed, please try another port and then restart WinRadius.
2 2015yEmEd 15h37m58s Launch account service failed, please try another port and then restart WinRadius.
3 2015yEmEd 15h37m58s 1 users were loaded.

e. 3akponTte npunoxeHne RadiusTest.
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3apava 3: Hactpomnka Ha mapwpytusatope R1 cepBucos AAA u nonyyeHue aocTtyna K cepBepy
RADIUS ¢ nomouybto Cisco 10S.

LWar 1: Bkniounte AAA Ha mapwpyTusaTtope R1.

Bocnonb3yintech komaHgon aaa new-model B pexxume rnobansHon HacTPonKkK, YToObI BkMoUnMTb AAA.

Rl (config) # aaa new-model

LLar 2: HacTtpoiTe cnucok MeToaoB ayTeHTU(dUKaLMK NpU BXOAe B CUCTEMY MO YMONTYaHUIO.

a.

b.

HacTpoiiTe cnucok Ha nepeooyepenHoe ncnonb3oBaHve RADIUS gnst cepBuca ayteHTUduKaumm, a ganee —
6e3 ayteHTudukauun. Ecnun cepeep RADIUS HegocTyneH 1 ayTeHTUdMKaumns He MOXKeT BbiTb BbINOSHEHA,
MapLUpyTM3aTop rnobanbHo paspeluaeT AocTyn 6e3 ayTeHTudmKaummn. ATo HeobxoamMMo AN cnyyas, ecnu
MapLUpyTM3aTop Ha4yHeT paboTy 6e3 cBs3u ¢ akTMBHbLIM cepeepomM RADIUS.

Rl (config) # aaa authentication login default group radius none

B kauvectBe anbTepHaTuBbl Bbl MOXXETe HAaCTpPOUTb J1OKasribHYto ayTeHTI/ICbI/IKaLlI/IIO B Ka4eCcTBe 3anacHoro metoaa.

MpumeyaHue. Ecnu Bbl He yKaXeTe CNCOK METOA0B ayTeHTUMMKALMM MO YMOMYaHMIO, MapLLPYTU3aTop MOXET ObITh
3abnokMpoBaH, 1 BaM ByaeT Hy)XHO BbIMOMHWTL NpoLeaypy BOCCTAHOBIEHWS Napons Ans KOHKPETHOro MapLupyTusaTopa.

LWar 3: YkaxuTte cepeep RADIUS.

a.

Ucnonb3ynte komaHay radius server ana Bxoga B pexum HacTtpoinkm cepeepa RADIUS.
Rl (config) # radius server CCNAS
Mcnonb3ynte cumson ? Ang BbIBOAA CNvcKa KOMaHA nogpexuma ana Hactpomnkm cepsepa RADIUS.

Rl (config-radius-server) # ?
RADIUS server sub-mode commands:
address Specify the radius server address

automate-tester Configure server automated testing.

backoff Retry backoff pattern(Default is retransmits with constant
delay)

exit Exit from RADIUS server configuration mode

key Per-server encryption key

no Negate a command or set its defaults

non-standard Attributes to be parsed that violate RADIUS standard

pac Protected Access Credential key

retransmit Number of retries to active server (overrides default)

timeout Time to wait (in seconds) for this radius server to reply

(overrides default)
Wcnonb3ynte komaHay address ans HacTporku IP-agpeca anst komnbtotepa PC-A.
Rl (config-radius-server) # address ipv4 192.168.1.3
KomaHza key ncnonb3yeTcs anst yCTaHOBKM CEKPETHOTO Naporsi, KOTopbIv aBnaeTca obwmm ang cepsepa RADIUS
¥ mMapLipytusaTopa (B ZaHHOM cnydae R1) n npymeHsieTcs ons ayTeHTudmKaumm COeqUHEHNs Mexay MapLupyTu-
3aTOpPOM ¥ CEPBEPOM MNpexXae, YeM HAYHETCS MpoLEecC ayTeHTuduKaLmm nonb3osartens. Vicnonb3ynte cekpeTHbIN

naponb NAS no ymonuyarnuio WinRadius, ykasaHHbIi Ha cepeepe RADIUS (cm. 3agavy 2, war 5). [NomHuTte, 4Tto
naposnv YyBCTBUTENbHbI K PETUCTPY.

Rl (config-radius-server) # key WinRadius

Rl (config-redius-server) # end
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3apava 4: MNpoeepka koHdurypauun AAA RADIUS.

LWar 1: NMpoBepbTe cBA3b MeXAy MapLpyTM3aTOpoM R1 M KOMMLIOTEPOM, Ha KOTOPOM paboTaeT cepBep
RADIUS.

OTnpaBbTe 3x0-3anpoc ¢ MapLlpyTnsatopa R1 Ha komnbtoTep PC-A.
R1# ping 192.168.1.3
Ecnu 3anpoc BbINONHeH ¢ oWwWnOKON, NpoBeauTe AMarHOCTUKY OCHOBHbIX HACTPOEK KOMMbIoTEPa 1 MapLUpyTM3aTopa
nepeg TeM, Kak NPOAOIMKUTD.
LWar 2: MpoBepbTe kOHUrypaumio.

a. Ecnu Bbl nepesanyckanu cepep WinRadius, Bam noTpebyertcs 3aH0oBO co3gaTh nonb3oBatens RadUser ¢ naponem
RadUserpass nytem Bbi6opa Operation > Add User.

b. Ouuctute xxypHan Ha cepepe WinRadius nytem BbiGopa Log > Clear B rnaBHOM MEH!HO.

c. Ha mapwpyTtusaTtope R1 nepeiignTe Ha Ha4anbHbIA 3KpaH MapLUpyTu3aTopa, Ha KOTOpoM OoTobpaxaeTcsi:

R1 con0 is now available

Press RETURN to get started.

d. [lposepbTe KOHUrypaLmio — BOMANTE B KOHCOMb Ha MappyTusatope R1, ncnonb3ys nmsa nonb3osatens RadUser
n naponb RadUserpass. Yganocb nv1 Bam NoAy4nTb JOCTYN B NPUBUIIENMPOBAHHBIA PEXMM 1 ecnn Aa, Obina
nn 3agepxka?

e. Mepengute K Ha4anNbLHOMY 3KpaHy MapLUpyTM3aTopa, Ha KOTOpoM GyaeT oTobpaxaTbea:

R1 con0 is now available

Press RETURN to get started.

f.  lpoBepbTe KOHPUrypaumio — BOMAUTE B KOHCOSb Ha MapLupyTnsaTope R1, ncnonb3ysi HecyLlecTBytoLLee Nms
nonb3oBaTens Userxxx u naponb Userxxxpass. Yaanock M Bam NonyyvTb AOCTYN B NPUBUIErMPOBAHHbLIN PEXUM?
MosicHnTe oTBeT.

g. bBbinn nn otobpaxeHbl kakme-nmbo cooblyeHuns B xxypHane cepsepa RADIUS vnv npu Bxoae?

h. TMouyemy HecyLlecTByOLLEMY NOSNBL30BATENIO YAANOCh NOMYYUTb AOCTYN K MapLUpyTU3aTopy U Npy 3TOM He Obinu
BblBeeHbl cO0bLLeHNs B ypHarne cepeepa RADIUS?

i. Korpa cepsep RADIUS HegocTyneH, nocrne nonbITOK BXOA4a B CUCTEMY MOTYT MOABMSATHCS MPUMEPHO cregytolme

COOOLLIEeHNS:

*Dec 26 16:46:54.039: SRADIUS-4-RADIUS DEAD: RADIUS server 192.168.1.3:1645,1646 is not
responding.

*Dec 26 15:46:54.039: SRADIUS-4-RADIUS ALIVE: RADIUS server 192.168.1.3:1645,1646 is being marked
alive.
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LWWar 3: YcTpaHuTe Henonaaku Npu CBA3M MeXxay MapLupyTusaTopom u cepsepom RADIUS.
a. [MpoeepbTe Homepa nopToB Cisco I0S RADIUS UDP no ymonyaHuto, Ucrnonb3yemble Ha MapLupyTm3atope R1: cHoBa
BOMAMTE B pexunmM HacTpoiku cepepa RADIUS ¢ nomoLlupto komaHabl radius server, a 3aTeM Ucnosnb3ynte
dyHkumio Cisco I0S Help B komaHae nogpexuma address.

Rl (config) # radius server CCNAS

Rl (config-radius-server) # address ipv4 192.168.1.3 ?
acct-port UDP port for RADIUS acco/unting server (default is 1646)
alias 1-8 aliases for this server (max. 8)
auth-port UDP port for RADIUS authentication server (default is 1645)

<cr>

KakoBbl Homepa noptoB Cisco I0S UDP no ymonyaHuto mapuipytmusatopa R1 ans cepsepa RADIUS?

LUar 4: MpoBepbTe HoOMepa NOPTOB No yMon4aHuio Ha cepeepe WinRadius Ha komnbloTepe PC-A.

B rnaBHom meHto WinRadius Beibepute Settings > System.

Spstem settings E]

MAS Secret: |WinRadius

Authorization port: (1812

Accounting port: (1813

[ Launch when system startups

I Minimize the application when startups

Ok Cancel

Kakosbl Homepa noptoB WinRadius UDP no ymonyaHuio?
Mpumeyanmne. B pokymente RFC 2865 odmumansHoO HazHayveHbl Homepa noptoB 1812 n 1813 ans RADIUS.

LUar 5: MNomeHanTe Homepa noptoB RADIUS Ha maplpyTusaTope R1 ons cooTBeTCTBUA C CepBepomMm
WinRadius.

Ecnu He ykasaHo nHoe, koHdurypauus Cisco |OS RADIUS no ymonyaHuio HacTpoeHa Ha Homepa nopTtoB UDP 1645
n 1646. Jlnbo Homepa noptoB Cisco I0S fomkHbI ObITb N3MEHEHLI B COOTBETCTBUN C HOMEPaMK NOPTOB cepBepa
RADIUS, nn6o Homepa noptoB cepeepa RADIUS gormkHbl ObITb M3MEHEHbI B COOTBETCTBUM C HOMEpPaMM NOpTOB

mapupyTtmaatopa Cisco 10S.
CHoBa BBeguTe komaHay nogpexvma address. Ha a1oT pas ykaxute Homepa nopTtoB 1812 u 1813, a Takke agpec IPv4.
Rl (config-radius-server) # address ipv4 192.168.1.3 auth-port 1812 acct-port 1813
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LUar 6: MpoBepbTe KOH(Urypauuio, BoaA B KOHCONb Ha MapLlupyTusarope R1.

a.

MepenguTte K Ha4YanNLHOMy 3KpaHy MapLUpyTM3aTopa, Ha koTopom ByaeT otobpaxaTtbes: R1 con0 is now available,
Press RETURN to get started.

CHoga BorauTe nog nmeHem RadUser n naponem RadUserpass. Bam yganock Bovitu? bbina nv 3agepkka Ha 3ToT pas?

B ypHane Ha cepeepe RADIUS gomkHO NosiBUTLCA crneaytoLiee coobLLeHue.

User (RadUser) authenticate OK.

MepenaunTe kK HaYanNbHOMY 3KpaHy MapLUpyTU3aTopa, Ha KOTopoM ByaeT oTobpaxaTbes:
R1 conO is now available, Press RETURN to get started.

CHoBa BouvguTte ¢ umeHem Userxxx n naponem Userxxxpass. Bam yganocs Bontin?

Kakoe coobLueHve NosSBUMOCL Ha MapLIpyTu3aTope?

B xypHane Ha cepeepe RADIUS gomkHbl NoABMTLCA criegylowime CoobLLeHuns.

Reason: Unknown username

User (Userxxx) authenticate failed

£5 WinRadius - 222
Operation LOG  Advanced Sefting: iew Help

s @ x+ -5 s v |

| Time | Message
20087 2m28d 18h39m1 7 |dzer [Radlzer] authenticate Q.
20081 2m28d 18h41mbs Reaszon: Unknown uzemame
2008071 2m28d 18hdTmbs dzer [Ugenms] authenticate faled,

fox

LWar 7: CospaiTe cnucok metoaoB ayTeHTudukauum ansa Telnet u npoTtecTupyiTe ero.

a.

CospganTte oTaenbHbIN CNMCOK METOAOB ayTeHTUdMKaLuM Ans AocTyna K mapLupytusaTopy no Telnet. B Hem He fomkHO
ObITb 3anacHoro pexuma «6e3 ayteHTudmKaummy, No3ToMy ecnm goctyn k cepsepy RADIUS otcyTtcTByeT, TOo goctyn
no Telnet 6yaet oTkmtoyeH. Hasosute gaHHb cnncok TELNET_LINES.

Rl (config) # aaa authentication login TELNET LINES group radius
MpumeHuTe cNUcok K NMHMAM vty Ha MapLUpyTU3aTope, ucnonb3ys komaHay login authentication.

Rl (config) # line vty 0 4
Rl (config-line)# login authentication TELNET LINES

MopknounTteck ¢ komnbloTepa PC-A k mapwpyTtusaTtopy R1 no Telnet n songute ¢ nmeHem RadUser u naponem
RadUserpass. Bam yganocb nonyunTb goctyn ans sxoga? MNMosicHute oTBeT.
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d. 3aBepwwute ceaHc Telnet, 3aTem cHoBa ¢ koMnbtoTepa PC-A nogkntountech k mapwpytusaTtopy R1 no Telnet.
Bongure c umeHem Userxxx un naponem Userxxxpass. Bam yganoce Bontu? MNMosicHnte oTBeT.

Bon PoOCbLI Anda NoBTOPEeHUsA

1. 3auem opraHunsauun Moxet noHagobuTbLCsa ncnonb3oBaHne LeHTpann3oBaHHOIo cepeepa ayTeHTI/IdI)I/IKaLI,I/II/I BMECTO TOro,
YTOObI HacTpanBaTb nonb3oBartenen u naponmn Ha KaXXaom MapLipyTtmsaTtope no oTAeneHOCTN?

2. CpaBHuTe nokasnbHyH ayTEHTUMMKALMIO 1 NOKanNbHYH ayTeHTUMKauuo ¢ ncnonb3oBaHnem AAA.

3. Ha ocHoBe cogepxaHusa oHnamnH-kypca Akagemuu, pedynbTatoB novcka B VIHTepHeTe, a Takke ncnonb3oaHma RADIUS
B AaHHon nabopaTopHon pabdoTe cpaBHuTe RADIUS n TACACS+.
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CBopgHasa Tabnuua no nHTepcdencam MapLipyTM3aTopoB

CBoaHasa Tabnuua no uHTepdencam MapLIpyTM3aTopoB

Mopenb UHTepdpeiic UHTepdpelic MocnepoBaTtenbHbIN MocnepoBaTenbHbIN
MapLipyTusaTtopa Ethernet 1 Ethernet 2 uHTepdec 1 uHTepdemc 2
1800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1)
(FO/0) (FO/1)

1900 Gigabit Ethernet 0/0 | Gigabit Ethernet 0/1 Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1)
(G0/0) (Go/1)

2801 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/1/0 (S0/1/0) Serial 0/1/1 (S0/1/1)
(FO/0) (FO/1)

2811 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1)
(FO/0) (FO/1)

2900 Gigabit Ethernet 0/0 | Gigabit Ethernet 0/1 Serial 0/0/0 (S0/0/0) Serial 0/0/1 (S0/0/1)
(G0/0) (G0/1)

MpumeyaHme. YTobbI y3HaTb KOHPUrypauuio MapLipyTmu3aTopa, onpeaenuTte ero Tun No uHTepdencam, a Takke

MO KOMMYECTBY MMEIOLLNXCH UHTepdencoB. ODPEKTUBHO NeEPEYNCnNnTL BCe KOMBMHALUMM HAaCTPOeK ANS MapLupyTusaTopa
KaXK[oro Kknacca HeBO3MOXHO. B aaHHoM Tabnuue npuBegeHbl MOoeHTUMUKaTOPbl BO3SMOXHBLIX KOMOMHaUMI HTepdencos
Ethernet n nocnegoBaTtenbHbIX MHTEPENCOB B YCTporcTBe. B 3Ty Tabnuuy He BKNOYEHbI Kakue-nmbo UHbIE TUMbI
NHTepdencoB, Aaxe ecnu B onpeaeneHHoM MapLIpyTusaTope OHM MOryT NPUCYTCTBOBaTL. B kayecTBe npumepa MOXHO
npusectn nitepdeinc ISDN BRI. B ctpoke B ckobkax npvBegeHsl ouumansHble abbpesnaTypbl, KOTOPbIE MOTYT
ucnonb3oBaTbcs B komaHaax Cisco |I0S ans npegcraBneHns MHTEPAENCOB.
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